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Why HIPAA?

The 104th Congress

Sought to amend the Internal Revenue Code of 1986 to
improve portability and continuity of health insurance
coverage in the group and individual markets, to combat
waste, fraud, and abuse in health insurance and health care
delivery, to promote the use of medical savings accounts, to
improve access to long-term care services and coverage, to
simplity the administration of health insurance, and for other
pUrposes.




A National Effort to Standardize--
HIPAA!
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HIPAA
Scalable To All Covered Entities...
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Think “reasonable” when deciding on implementation activities
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HIPAA Pluses

- Determining real time eligibility before
any services/products are rendered or
supplied

- Receiving patient information before the
patient arrives

- Exchanging electronic patient
information with others each time an
entry is made

- Having ALL costs reimbursed the same
day products/services are provided

HIPAA Makes All This Possible!



Administrative Simplification
Three Components
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HIPAA
sound Documentation Is Essential

® [ransaction Standards & Code Sets

® Privacy

® Security
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HIPAA Enforcement
“A Carrot And Not A Stick”

® Robin Frohboese, Principal Deputy & Acting Director of the Office
for Civil Rights has stated that identified violations are viewed as an
opportunity to educate covered entities back into.compliance.

— “It’s critically important that covered entities understand their
responsibilities and that we help them with compliance so our
enforcement is minimized. If we find violations, we will seek voluntary
compliance. [t will only be in the most egregious situations where we
are not able to get voluntary compliance that we will do other things,
such as civil monetary penalties or, in the worst situations, refer to the
Justice Department.”

Source: Report on Patient Privacy, May 2002
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Coordinate System
Compliance Activities With Your
Vendor
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HIPAA Transactions
Standardize Health Information
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HIPAA
Iransaction Validation Testing
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HIPAA
Iiransaction Validation Testing (continueq)
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System Vendor Programming---
Implementation & Companion Guides

business-to-business




Sample X12 Coding

ST*275%1001~

BGN*11%0001%19980429~

NM1*PR*2*HEALTH CARE SERVICE
CORPORATION=**#***P[*00121~

PER*IC*MEDICAL REVIEW DEPARTMENT~

NM1*85*2* LOYOLA UNIVERSITY MEDICAL
CENTER*****FI1*364015560~

NM1*QC*1*SMITH JOHN*****HN*111223333A~

REF*IK*1722634842~

DTP*472*RD8%19980401-19980411~

LX*01~

STC*R3:30005-0~

DTP*097*D8*19980429~

CAT*UL*HL~

EFI*09~

SE*13*1001~



Transaction Testing
The Value

® Validates transactions for X12 accuracy
® T[ests both outbound and inbound transactions

® Directs submitter to exact X12 error(s)

® Allows for multiple submissions per transaction
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Privacy




hy Do We Need Privacy
Regula%ns?

Father just got a telemarketin
call from a home blood sugar
monitoring service. But I don’t
think he ever followed up on that
office visit to the doctor!




HIPAA
Privacy Regulations

® Protected Health Care Information (PHI) is defined as:

Individually identitiable health care information created or
received by a provider, payer, or claims clearinghouse related
to health condition, provision ot health care, or payment for
health care

The final rule was extended in scope to include the protection
of all individually health information in any form, electronic or
non-electronic, that is held or transmitted by a covered entity.
This includes PHI in paper records that never have been
electronically stored or transmitted



Privacy Rule Leading Modifications
Summarized

® Remove the consent requirement — strengthen
requirement to notify patients about their privacy rights
and practices

= Ask patients to acknowledge receipt of privacy notice

® Health Care professionals can discuss a patient’s
treatment with other care providers

® Additional one-year to obtain signed Business Associate
Contracts

® Marketing — Must obtain the individual’s specific
authorization before sending any marketing materials

® Accounting for PHI disclosures not required with an
authorization
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Provider Discretion

® Did you know that...

“A covered entity may use professional
judgment and its experience with
common practice to make reasonable
inferences of the individual’s best interest
in allowing a person to act on behalf of
the individual to pick up filled
prescriptions, medical supplies, X-rays,
or other similar forms of protect health
care information.”

® Page 44 (3) Limited uses and disclosures
when the individual is not present, 2nd
sentence of the Final Privacy Rule —
Regulation Text




oroval is obtained

| providing 16 identifiers
sement is signed. A limite
identifiable information




Uses and Discl
Viarketing and Fun




Viinimum Ne

nable efforts must be made
accomplish the intended

orkers, types of
n of access

providers for treatment



Confidential Communications
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Consent - Optional
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Notice Of Privacy Practices — Things To
Think About
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Notice Of Privacy Practices - Elements

® Notice can be layered with summary information at the top
and more detailed information at the bottom

» Header: This notice described how medical information
about you may be used and disclosed and how you can get
access to this information. Please review it carefully.
Clarification of an individuals privacy rights

. A description and at least one example of the types of uses
and disclosures

= A description of each of the purposes for which the covered
entity is permitted or required to disclose PHI
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Notice Of Privacy Practices - Elements

(Continued)
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What' About Sign In Sheets?

s to use sign in sheets

tial disclosure



Expanded Patient Rights
(NEW)

® Right to inspect and copy protected health information

P . MY TR S

® Right to amend = e “*-EJ“'“"‘i}"
® All approve uses and disclosures =
® Right to an accounting of disclosures

® Right to have reasonable requests for
confidential communication accommodated'

® Right to file a written complaint

® Right to receive written notice of information practices



Business Associate Contract
An Agreement Between Parties

Acts on behalf of a covered entity in conducting
activities involving use of PHI

Covered entities are not responsible for
actions of business associates

Monitoring is not required

An organization can be both a covered
entity and a business associate

Due April 04



Business Associate Contract

(Continued)

® Limit contents to information
specific to PHI

® Trading partners will be
reluctant to sign complex
Business Associate Contracts

® Trading partners are less likely
to incur legal fees on easy to
read Business Associate
Contracts

® Keep it simple




HIPAA
Business Associate Contract

Maryland Health Care Commission

Samapke Business Associatle Contract Farma:

This fovme e provhlad ot sy wamanly, sepesssed or mgiled, as fo 22 gl e and'
commiphutenaas, e of Mk M = entieely of posv s ek,

THIS CONTRALCT:
Is eatened into an this dawy of HibE, bebacin
Prowides FlanClearing house and Vel Fersmnis)

WITNESSETH:

WHEREAS, COVERED ENTITY will make avalabhe andfor ransler 1o BUSIRERS ASSOCIATE
certain infoimatisa, in conjunciion with goods o services that ane being providial by BUSIESS
ASEOCIATE to CONERED ENTITY, that is coalidential and must Be afardial special treéatmnt bnd
protection WHEREARS, BUSIMESS AESOCIATE will hiree access W aisd far peceise rein COWERED
ENTITY ceitain infarmation tiat ca be usid or disclesed anly in soandamcs sl tis Contmct and
thiz HHS Privay Requlitian.

COVERED ENTTITY and EUSINESS ASSOCTATE:

Bayre 3k Tollewse Limits On Use And Disclesine Exabibabed By Terms O Contract.  BUSIRESS
ASSOCIATE hencly agreis thal it shall be prohibibed fom using of Sscksing the infermatiin peosvided
of made reslkible by the coseeed entity for aiy puegace athes than &5 expiessly gemitted & soquieed
bg thie cantract.

Tha: teen al i Caimtiact shall commence 3sof _____ (the Efective Datel, and diall sxgie
rahien all ol thi ifoemation peovidiad Iy COVERED ERMTITY to BUSIRESS ASSOCIATE & desteoyed o
eirned to the covensl etity.

THE PARTIES:

Hirlly agei that BIUSIRESS ASSOCIATE shadl be permibted 1o wee andion disclocs
nfaimation grovided o made avaialibe frem the covensd eatity fa the Tollswing statis] piepeses:
Tchachs o gesens! stahaswesl deecnbing Me el pumposes Hal BUSINESS ASCOCIATE may sae o
dhecdvss e Infovmmalon. Thess s and dsckesiines miist b within the scaps of the BUSINESS
ALEOCIATES mepresentation of the covered entity.

Bddticral purpesss foe wihich the BUSINESS ASSOCIATE may uee of discose infarmiaton:

L. BUSIRESS ASSCECIATE i peimified 0o wse infamiation T necessary Tor e grepes
iyt wd adminsiration of BUSINESS ASSOIIATE o 1o Caivy 0wl hegal responsiiiities
of BUSINESS ASSOCIATE.

. BUSIKESS ASSICIATE b peimnited to Seckies infoemation neosienl from COWERED ENTITY foe
Al progesr indn et and administnatian of BUSINESS ASSOCIATE or o carry 2l legal
risapnisibibties of BUSINESS ASS0OCIATE, geovdilind thie discivsuss b regquised by ki) or the
BUSIRESS ASSOCIATE abtsim riasdaalle iksuranoes eem thie gerseda b shem the
ifoermatian e d bcloked that it will b2 held contidentially and used of feither dedosed only as
siajuiired by ki oo Tor ihe puipeses foe which & was deckiss] o the pemon, e gerson wil
=0 Jp peogiate aleniands o prevent e of diecdoene of the infamation, and the geson
immmediately natitkes the BUSINESS ASSOCIATE of any instance of which it & asane in which
thex cnnfidentiality of the infoemation has becn Breadhed,

Maryland Health Care Commission

3. BUSIRES:S ASSCIATE is dlen permitied to ose oF dischice indeematian 1o presdide data
aggrenabion services, as that term is delined by A5 TR, 15840.501, rekiting 1o the heathoore
epirationg of the covened entity.

4. BUSIKRESS ASSCIATE will establish and madntain appropriaie safeguands 1o prevent any use
o disdiowee of thie nformation, ofbsr than as peovidis Tor by e coniract.

KEPORTS OF IMPROPER LSE OR DISCLOSUHRE:
BILISIRESS ASSDCIATE Rersediy ageees that & shadl immeediabely repoit te e Covened Entity
any diecsvery e o Seckisune of indermation met provided for o aliveeed by the contmct

SUECONTRACTORS AND AGENTS:

BILISIRESS ASSOCIATE Reesehy agaees that amglime mlormation s prosdded o made aeailalde
0 gy dibosiiractom of agents, BUSINESS BSSCCINTE mirst enber ints o culicnntiat with the
subconimacios of ajenk that contains the saime bemms condbions, and resirictions on The e
diecksaine of indeematiin a& contained in the cntrao. Businesses fasaciate must obtain the Cevened
Entity's agpooaal prisr 12 entering inlo such &g reemenis

RIGHT SFACCERE TO INFORMATION :

EUSIRESS ASSOCTATE Resely aginss 1o make avalalibe anid prosvdide a dght of sodiss
mloimatica by B Indsddeal in sccomdance with 45 FAR. 164524, inchiding siiletibatiza of the
e Covencd Entity with Businees Aasociaie vwehen: ap peopriabe.

AMENDMENT AND INCORPORATION OF AMENDMENTS:

BULSINESS ASSOCIATE agrees 1o make Infos martian svailable fer amendment bl 10
nCofpoeabe sy amendments W isfamaton in accondance with 45 CER. 184.525, intuding
slibanilition of The woeds covened entiny wil BUSINESS ASSOCIATE wheis apfpi peiale

PROVIDE ACCOUNTING:

EUSINESS ASSOCIATE agrees o make information ailabie a8 nequicsd o provide an
wocaunting of dedomires i sccoslancs with 45 CFR. LEL538, inchiding substiliisn of the wods
cowerd pntity with BUSINESS ASSOCTINTE where appeopriabe,

ACCESS TD BOOES AND RECOREDS:

BIUSIRESS ASSOCTATE Ressrliy agemes 1o ke s imtermal practices, bsiks, amd nécoids
rekating to the use or dischosure of information receied drom, or cesatnd of received by BUSINESS
MESOCIATE on Belhal of the covened ey, vailible to e Secrctiry of the Seoretar's disynes Toi
purpasis of detemining complance with the prisacy regulations,

KETURN OR DESTRUCTION OF INFORMATION:

B terminatise of the cantiat, BUSIMESS ASSOCIATE henelyy agicis i reluim o destsey all
imlormaticn receksed trom, of ceatis of recsyed by BPUSINESS SSE0CIATE an bebal of the ooveied
pnlity. BUSIRESS ASEOCIATE ageiEs il W relain sy Cajices of the imfaimation afes Terminabon of
thie contmact, I oetien of destnictizn of the infamiation is not feasble, BUSIRESS ASSDIINTE agices
to eetend the protections of the contract for a8 lng a6 necssany 1 probest the infemation and 1o
Bl arey Tudthies ase of disckesine. [T BUSINESS ASSOCIATE cheils To desinay the imfommatica, it shal
ity to the covensd entiy that the nfammation has Been destioyed,




HIPAA
Business Associate Contract

(Continued)

Maryland Health Care Commission

MITIGATION PROCFOURES:

FLISIRESS ASSIVCIATE agraes to have procedures in place for mitigating. to the masimuam
eetent gractcable, any deleterious ol from The ime or disclkesne of foe mation n o seaner
contrary to thie cantiast of e prvacy regulationg

SANCTION PROCEDUEES:

FLISIRESS ASSIVIATE agraes and understands that it mest deselop and implement 2 system
of sanctisns Tor any empleyer, subconiractsr ar agent whe violies this agreement o the privacy
repulations

FPREOPERTT RIGHTS:

The e rmaatizn shall be ared remain e peogerty of e cosened entity. BUSIMESS
HEESOCLATE aajidi=s That it ajiiires ne e o g 1o the infeimation, indiiding any e identifed
o rmation, ok a sesul of the contract

CONTRACT TERMINATION:

BAUISIRESE aSSCIATE agraes that the cowesed entity has Thee right 1o irmmmbies] intely termdnate
thie contract and seck relie! wnder the Dispotes Atk if the coversd entity detormines that BUSIHESS
AEEOCIATE has vicdated & miateriad beom of the Conirack

SROUNMDS AR BREACH:

Ly mon-complance by BIUSINESS 85503 IATE with the contract of the privacy icpulabions wil
subtamatically Be concklcond B be a gesands far Bresd, i BUSINESS MSOCIATE knidss amd Talked o
immediately take aeasonable steps 10 osre e on-complanoe

OIEPUTES:

By czitraversy of daim arising et of or relafing @ the contract wil Be finally setthed by
compulsiry arhitrabicn in accordance with the Commescial Arbitration Rules of The Smerican
srbitration Assaciation, et for infunciee selio? a5 dissribod el

TN IURCTIVE RELIEF:

Hotwithslanding sy rights of remedics gravided fod i the cantmact, the cessened entity nelsin
sl pighis o seck injunctiae rebef be prevent of Step the enssihosmed use o dischsiee of information
by BUSIMESS ASSOCIATE o sy ageim, conater of thind party that seceived information feom
EUSIFIESS ASSOCIATE.

MIECFLLANEDWS:
The corivact shall Be bindimg on the paimies and thei suocessses, bul nether paty may aasin
ihis ageeemsent without the prisr weinen cofsent of The otbeer, whikh consent shall ot Be

urrsireinally reidihedd

NOTICES:
Wherever il thie ot one paity B requined 1o give notie o the athes, sedh notice
shall b diszmeed given iF mailed by st dess Unibed States mall, postage prepaid:

Caimpaiy Namms: Baldieas:

Maryland Health Care Commission

COVERED ENTTTY:
[P v PRl i) et ity oyt iy Ve i i addies toe netilcation poegdsis by
maling a notee siting the change and senting Toih the ney addres,

BUSINESE ASSOLIATE:
[ eyl il veis] it iy et i T change (ks adidiess Joe netilication poepoes by
mialling & notice stating the change and sefing Teith the nsy addres.

G000 FAITH:
The parties agees o endicies qood Teth i the pemomance of the ceairact.

ATTORNEY'S FEES:

Facepl i athersse specliod in tee contract, i1 any begal action of other procisedng is biought
Tor thie eilecement of the comract, or becaese of an slkeged digate, eeach, detak,
TiiSHepri=aentation, of Infunctive B0, in connston with sy af thie prosiskin of the coateact, cach
paity shall bisar i samn kjal exponses and e sfer oot ncmed i that action of procseding.

ENTIRE AGREFMENT:

The: caintract oarvaists of this dicument, and coretbules the entie Siciml Deasen e
paitics. Thens are ne snderstandings of aqresmoenis rdating te this agreement which s not il
ppeessid in The contract and no change, b of dschasge of shigatisng ssing under the
gt abaill bt vl b i weniting and exccined by e paity againat whiom sich dhange, vk
of dischasge r saught bo be enforoed.

IN WITKESS WHER FIOF;

FUSIRESS AS50CINTE and COVERED ENTITY hase cased this Coniract o be signed and
fhelieicd By thelr duly suthored megrecentatiees, ool the dabe st faith abave,
BUSIMESS MSOCIATE COVERED ENTITY
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Administrative Requirements (continuea)

® A covered entity must change its policies and procedures
as necessary and appropriate to comply with changes in
the law

® When a covered entity changes a privacy practice that is
stated in the notice, it may make the change effective for
PHI that was created or received prior to the date of'the
notice providing the notice reserves the right to make
such change in its privacy practices

® A covered entity may make any other changes to policies
and procedures at any time, provided that the changes
are documented



HIPAA Assistance For Providers

® An easy to use gap assessment tool for providers:

Both are available at the MHCC Web-site

Maryland Health Care Commission

A Guide to
Privacy Readiness .....

Eadanred Py S8 L




Privacy Readiness Assessment Guide
“A Real Help To Providers”

® The EDI/HIPAA Workgroup decided on eight

sections:

. Introduction

= Maryland Law on the Confidentiality of Medical Records
- HIPAA Definitions

= Assessment Guide and Work Plan

= Business Associate Contract (illustrative document)

= Chain of Trust Partner Agreement (illustrative document)
= Notice of Privacy Practices (illustrative document)

= Computer and Information Usage Agreement (illustrative
document)



IV. ASSESSMENT GUIDE AND WORK PLAN

HIPAL

HIFAA INDUSTRY DEVELOPED STRATEGY
PRIVACY REQUIREMENT(s)

STANDARD READTNESS T ASSIST PRACTITIONERS & FACILITIES
Uses & Frivacy rules reguire consent for disclosure of PHI for Lipdate =dsting consents, authanizations to bil,
Disclosures of treatment, payment and health care operations, and and other forms used for the rdease of madical
PHI {PHI) authanzation for all otfer purposes for which written records. Add language stating that written

permission i reguired., consEnt & requirad for the use amd disdesure of
FHI for treatment, payment and bealth care
fabs.3020a) ? HMave you made a distinction bebween consent and D D operstions.
authorization documents and added the appropriate
Siperational hn.wigc for use and disclosure of PFHIT Yes HNosk L Hﬂlipp"l:ﬂﬂll! 1 Heods dﬂ'-ull:-pmg
Clgrfcgian: Coromnts ara sesioned far groadirs and cptiseal for baallk plass
ConEanl miy b a condlisn i sasahmy eatmaa L Sutheniabore aa rejusnl
ber Gl ek dariodinics b singann datail.
Uses & Core Elements of an Auwthorization are: A specific Specfy intended use of PHI in authonzation
Disclosures for descrigtion of the infarmation to be disclosed, the name or forms. Indicate in the document that
which an ether specific identification of the person(’s) making the authorizabions go beyond consent for release of
authorization is | request, expiration date, @ statement off the fndividual’s riformation for purposes other than payment,
required right to revoke, statement that information used or treatment, and health care operations
disciesed may be subject to re-discloswre, signature and
date, if signed by a representative a description of the Whare applcable, indicatz in the authorzation
§l54.508 authority. form samples of ntended uses FHI and what
circumstances an authorzation is required, for
Ciperatianal ? Does your authorization doecument contain all the example disclosure of prychotherapy notes.

reguired elements for disclosure of PHI?

chplegion: Actheimalead an raparad 15 b e apalie than osndenis
iz ard 1y 2o ke o Ml

Ys

& ) Mot applicable ) Meeds developing




Easy Access to the Privacy Guide
MHCC Web-Site

“J Maryland Health

>

Forward Stop

MAFRYLAND
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COMMISSION ; g timely and ac

Horme About MHCC

Contact Information

Download POF Beader

Privacy Motice
Information and Documents

Farrizs M. Glendening, Sowvernor
Daonald E. Wilson, b.D., MACP, Chairman

Mursing Home Beport Card
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HIEAARSECUTItYAStaNddards:
ANMVETVIEW I (Contnied))

Slehivical Securiy Services
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Security Elements - Detail

, incident procedures,



Detai I (Continued)




DEtai I (Continued)
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urity Implementation — Small

- Provider Flow Chart
inary
eps

Become familiar w/ HIPAA

On-Going Activities On-Going Activities

Use encryption software

Develop security policies )
when sending PHI over

And procedures

Assess actual & potential
risks to your computer
Systems and electronic
media

Assess your organizations
Ability to recover from any
Unforeseen disaster or

emergency situation

Determine the level of
Security controls that are
needed to reasonably offset
your organizations security
risk and exposure

Identify a security officer

Include security
awareness training in
orientation & staff
meetings ‘

Implement physical
access controls

Establish guidelines
for removal of data

Implement access
control measures

Obtain signed Chain of

Trust letter

the Internet

Activate internal software
auditing capabilities

Self-certify the security of
your computer system(s)

Designate full system
access to at least two
employees

Routinely monitor your
practice for compliance



HIPAA Assistance For Providers

® An easy to use gap assessment tool for providers:

Available at the MHCC Web-site — October ‘02

gl el = X | TR
SECURITY ASSESSMENT
GUIDE //
DORAFT Fuena 2003
"
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essment Guide

d on eight sections:

sdures Checklist

rocedures Checklist




HIPAA— The Change Process

. SEC

..... Identlfy Practltloner
----- :,Changes

~———

4 % Assessment of
" Re-evaluate ~ Gurrent Knowledge:
~. Change Process .. SKills, Organizational
§ Resources and
- Change Reslstance

‘ Measure and B - - «
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Think and educate
Conduct Assessment and Analysis

EVvaluate current processes against the standards



As You Implement HIPAA
Look For Opportunities...

A\ T —"

H‘-.-_ I
&

Use Tihe Implementation Process To Improve
Customer Service & Business Operations



For More Information on HIPAA

Official Sites

Government sites:

hitp://aspe.hhs.gov/admnsimp - Department of Health and Human
Services

hitp://www.hcta.gov/security/isecplcy.htm- HCFA Internet Security
Policy

hitp://www.wpc-wdi.com/hipaa -- Implementation Guides

Non-govt sites:

http://www.wedi.org
http://www.nchica.org '
http://www.hipaadvisory.com/

MHCC site:
http://www.mhcc.state.md.us
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